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DIRECTOR OF CENTRAL INTELLIGENCE
Security Committee SECOM-D-200

8 May 1980

MEMORANDUM FOR: CIA Member, SECOM

STATINTL FROM: | |

Executive Secretary

SUBJECT: CIA Membership Unauthorized Disclosures
Investigations Subcommittee

1. It is requested that CIA identify a replacement
STATINTL and alternatc for| | as CIA's member of the
SECOM's Unauthorized Disclosures Investigations Subcommittee.

2. The charter of the Subcommittee is attached. Tts
chairman 19 * ational Security Agency.
STATINTL A copy of the membership Iist 1s attached.

3. CIA's role in the efforts of the Subcommittee has
always been that of an active participant and in many cases
that of a leader. CIA's participation in the Community
endeavors to address the continuing problem is most desired.

4. Please have your selections contact me or any
member of the SECOM staff on extension 5403 and we shall
ensure that they are appropriately briefed and introduced.

STATINTL

Attachments

Distribution:
Orig - Addressee w/atts
ti)— SECOM Chrono w/att
- SECOM Subject w/att

STATINTL

SECOM '5/8/80)
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UNAUTHORI .5y DISCLOSURLS INVESTIGATIONS

)

The functions of the Security Committee with respect to
unauthorized disclosures®* of intelligence information are:

1. Establish standards for and cnsure the timely review
of compromises or potential compromises of intelligence infor-
mation to determine if they represent a current and significant
unauthorized disclosure of properly classified intelligence
information.

2. Develop and maintain for Community use a standard
format for recording and reporting to the Security Committec
all information pertinent to the identification and assess-
ment of unauthorized disclosures, including uniform criteria.
for assessing damage from disclosuresz tstablish and maintain
a central data base for all information so reported, and for
data otherwise provided on unauthorized disclosures.

3. Develop criteria for and ensure that Community agen-
cies conduct prompt internal investigations of unauthoriied
disclosures when circumstances indicate the compromise may
lhave been of internal origin.

4. Develop standards for use by heads of Community agen-
cies in referring "cases involving scrious or continuing

}nau(hoxlhgd disclosure mecans the compromise or possible
comnromise of intelligence information through public media
Jdisclosure, nepligence, accident or espilonage. With respect to

the latter cause, the Subcommittee's responsibility is limited to
providin: @ damage assessment to the DCI at the conclusion ol any

investicantion or vhinn the espionage activity is disclosed.
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breaches of security"” to the Attorney General for FBT

inves-
tigation pursuant’ to scction 1707 of Executiv: Order 12036.

5. Establish and maintain liaison within the Community,

and with those components of the Department of Justice and
FBI which are involved in referrals pursuant to section 1-707

of Executive Order 12036, to ensure prompt coordination and

resolution of issues pertaining to the identification, assess-

rent and investigation of unauthorized Jicciousnres.

6. Monitor the application ol administrative sanctions

pursuant to section 5-502 of Executive Order 12065 when

b

investigation shows that an officer or employee of a Community

agency 1is responsible for an unauthovized disclosure, and pro-

vide reports thercon to the DCI with recommendations for any
appropriate additional action.

7. Recomimend policy and procecdural changes for Community

application to reduce the likelihood of future disclosures or
ninimize their damage.

8. Propose for referral to appropriate legal counsel

rocommendations for legislation to improve the protection of

intelligence information against unauthorized disclosure.

[+]

o

.+ Report annvally to the DCI on the past year's exper-

ience in unauthorized disclosurces
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